
Srikanth Reddy Keshireddy
Senior Software Engineer, Keen Info Tek Inc., USA
sreek.278@gmail.com

Audit Trail Implementation in
Oracle APEX Using Database
Triggers and User Session
Metadata

Abstract
Audit trails in Oracle APEX applications must record both database-level
changes and application-session context to support reliable investigation of
user actions. Page-level logging alone can miss updates made through triggers,
packages, scripts, or shared database routines, while trigger-only logging may
capture changed values without explaining which APEX user, page, or session
initiated the action. This article presents an audit trail implementation framework
that combines database triggers with APEX session metadata for structured
change capture. The framework records insert, update, and delete events with
table name, primary key value, changed column, old value, new value, database
user, APEX user, session ID, page ID, timestamp, and client context. The study
shows that combining trigger-based capture with session metadata improves
trace resolution, reduces missing user-context cases, and provides stronger
evidence for administrative review. The proposed approach supports clearer
accountability, faster change investigation, controlled audit storage, and more
dependable audit reporting in Oracle APEX database applications. 
Keywords: Oracle APEX, audit trail, database triggers, session metadata, change
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1. Introduction 

Audit trail implementation is a critical requirement in Oracle APEX applications because 

administrative, financial, approval-based, and operational systems often allow users to create, update, 

delete, approve, reject, or modify records through browser-based forms. When such actions are not 

logged properly, it becomes difficult to determine who changed a record, when the change occurred, 

which value was modified, and whether the action was performed through an authorized workflow path. 

Audit-log integrity is important because audit records must remain trustworthy when they are used to 

investigate transaction history, system misuse, or unauthorized record modification [1]. In Oracle 

APEX, audit trail design is especially important because users interact with database tables through 

application pages, session variables, buttons, processes, and authorization schemes. A reliable audit 

framework must therefore capture both database-level change details and application-level user context. 

Database audit trails are useful because they preserve change history independently of the page from 

which the change is made. A record may be modified through an APEX form, a batch process, a PL/SQL 

procedure, or an administrative correction script, and page-level logging alone may miss changes made 

outside the user interface. Database audit trail design supports accountability by recording transaction 

actions, affected tables, old values, new values, user identifiers, and timestamps [2]. Database triggers 

are suitable for this purpose because they execute automatically when insert, update, or delete 

operations occur on the monitored table. However, database triggers alone may not capture enough 

application context unless they are connected with Oracle APEX session metadata such as application 

user, session ID, page ID, request type, and client information. 

Oracle APEX audit trail implementation must connect two layers of evidence: the database change and 

the web application session. The database layer records the table, primary key, action type, changed 

column, old value, new value, and transaction timestamp. The APEX session layer records the 

application user, application ID, page ID, session ID, module, client identifier, and request source. 

Oracle database security guidance emphasizes that database auditing and user accountability are 

important parts of protecting sensitive application data [3]. When these two layers are combined, the 

audit trail becomes more useful because administrators can trace not only what changed but also which 

APEX page, session, and user interaction produced the change. This improves investigation quality 

during compliance checks, user disputes, and administrative review. 

This article develops an audit trail implementation framework for Oracle APEX using database triggers 

and user session metadata. The framework defines how trigger-based change capture can be combined 

with APEX context values to record insert, update, and delete actions in a structured audit table. The 

article focuses on audit table design, old-value and new-value storage, session context capture, trigger 

execution behavior, audit query review, storage growth, and trace resolution. The objective is to show 
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how Oracle APEX applications can maintain reliable change history without depending only on manual 

user comments or page-specific logging. 

 

2. Methodology 

The proposed methodology uses database triggers as the main capture mechanism for transaction-table 

changes and APEX session metadata as the contextual layer for identifying user activity. Each audited 

table is connected to row-level triggers that fire during insert, update, and delete operations. Oracle 

PL/SQL trigger functionality supports automatic procedural execution when defined database events 

occur on tables or views [4]. In this framework, the trigger captures the table name, primary key value, 

action type, changed column, old value, new value, transaction timestamp, and database user. The 

trigger also calls session-context functions to retrieve the APEX application user and related web-

session identifiers. This design makes the audit trail independent of individual page processes while 

still preserving APEX-level user evidence. 

Trigger-based change capture is designed according to the type of data operation. Insert triggers record 

the newly created record, including key fields and initial values. Update triggers compare old and new 

column values and write audit rows only for fields that actually changed. Delete triggers preserve the 

deleted record key and selected prior values before the row is removed. Oracle APEX application 

behavior is strongly connected with session state, application user context, page processes, and form 

submission flow [5]. Therefore, the trigger also stores session metadata such as APP_USER, application 

ID, page ID, session ID, and request reference where available. This allows database changes to be 

traced back to the APEX interaction that initiated them. 

The audit table is structured to store both technical and business-readable change details. A narrow audit 

design records one row per changed column, while a wider design may record one row per changed 

record with old and new values stored as structured text. This article uses a column-level audit design 

because it allows reviewers to identify exactly which field changed and how the value changed. Time-

oriented database design principles support the recording of historical states so that data changes can 

be reconstructed and reviewed over time [6]. In the proposed model, each audit row contains audit ID, 

table name, primary key value, column name, old value, new value, action type, changed by, application 

user, session ID, page ID, timestamp, and source module. This supports both detailed forensic review 

and summary-level audit reporting. 

Session metadata collection is handled carefully because some database changes may occur outside the 

APEX user session. If a row is changed through an APEX page, the audit row stores the APEX user and 

session identifiers. If a row is changed through a backend script, scheduled process, or database 

administrator operation, the audit row stores the database user and marks the APEX session context as 

unavailable. Visualization and review principles emphasize that trace data becomes more useful when 
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users can inspect records according to task, data type, and interaction purpose [7]. For audit review, this 

means that audit records should be searchable by user, date, action type, table, record key, page, and 

changed field. The design therefore supports both technical investigation and administrative review. 

Table 1. Audit Trail Data Elements Captured Through Database Triggers and APEX Session Metadata 

Audit Data 

Element 
Capture Source Example Stored Value Review Purpose 

Audit ID Audit sequence 104582 
Unique audit record 

reference 

Table name Trigger metadata REQUEST_MASTER Identifies affected table 

Primary key 

value 

Trigger row 

context 
REQ-2024-1187 

Links audit entry to 

business record 

Action type Trigger event INSERT, UPDATE, DELETE 
Classifies database 

operation 

Column name 
Trigger 

comparison logic 
APPROVAL_STATUS 

Shows which field 

changed 

Old value :OLD trigger value Pending Preserves previous value 

New value 
:NEW trigger 

value 
Approved Records updated value 

Database user 
Oracle session 

context 

APEX_PUBLIC_USER or 

schema user 

Shows database 

execution identity 

APEX user 
APEX session 

context 
SREDDY 

Shows application user 

identity 

APEX session 

ID 

APEX session 

metadata 
7839142096621 

Links change to web 

session 

Page ID 
APEX page 

context 
42 

Identifies page where 

action occurred 

Change 

timestamp 

Database 

timestamp 
2024-08-18 14:36:22 

Supports chronological 

review 

Client 

information 

Session/client 

context 

Browser session or module 

value 

Supports source 

identification 

 

Audit trigger logic includes safeguards to avoid unnecessary audit volume. Columns used only for 

technical timestamps or system-generated counters can be excluded if they do not support meaningful 

review. Update triggers compare old and new values using null-safe logic so that changes from null to 

value, value to null, and value to different value are captured correctly. Large text columns are handled 

through truncated audit values or separate detailed storage depending on the review requirement. The 

trigger avoids committing independently because audit rows must follow the same transaction outcome 

as the main data change. If the business transaction is rolled back, the audit record should not falsely 

remain as evidence of a completed change. 

Audit records are reviewed through Oracle APEX reports that allow filtering by table, user, action type, 

date range, page ID, and business record key. A detailed audit screen shows old value and new value 

side by side, while a summary report groups changes by user, day, table, and action type. Audit retention 

is controlled according to record sensitivity and storage limits. High-value administrative and financial 

records may require longer retention, while low-risk operational records may be archived after a defined 
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period. The evaluation uses audit row volume, captured event count, trace resolution time, missing 

session-context cases, audit query response time, and storage growth. This methodology evaluates audit 

implementation as a traceability mechanism rather than as a simple logging table. 

 

3. Results and Discussion 

The results show that trigger-based audit implementation provides stronger traceability than page-level 

logging alone because changes are captured whenever database rows are inserted, updated, or deleted. 

Page-level logging can miss backend updates, shared package updates, or changes made through 

administrative scripts. Database triggers reduce this gap because they operate directly on the transaction 

table. However, trigger-only auditing has limited review value when it does not include application user 

and session context. The combined trigger and APEX metadata design provides a fuller explanation of 

change history by linking data modification with web-session evidence. 

Figure 1 shows that page-level manual logging produces the lowest audit volume but misses many 

change events and requires longer trace resolution. Basic table triggers capture more events but still 

leave many missing APEX-context cases because they do not consistently store application session 

metadata. Column-level triggers increase audit rows because every changed field is recorded separately, 

but they improve detail during investigation. The trigger-with-APEX-metadata design sharply reduces 

missing context cases from 2,510 to 320 because the audit record stores application user and session 

details along with database changes. The optimized trigger and indexed audit table gives the best review 

performance, reducing average trace resolution time to 2.9 minutes while keeping audit storage growth 

lower than the unoptimized metadata design. 

 

Figure 1. Audit Log Volume, Trace Resolution Time, and Captured Change Events Across Trigger-

Based Audit Configurations 
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The results are intentionally measured through operational audit metrics rather than percentages because 

audit implementation is better evaluated through trace volume, investigation time, storage growth, and 

missing-context counts. A high audit row count is not automatically a problem if it improves traceability, 

but uncontrolled audit growth can affect storage and query response. The column-level trigger produces 

detailed evidence, yet it also increases storage because multiple audit rows may be generated for one 

update. The optimized design addresses this issue by excluding low-value technical columns, indexing 

audit search fields, and retaining enough metadata for review without logging unnecessary noise. 

Trace resolution time is the most useful result for audit reviewers. In page-level logging, a reviewer 

may know that an action occurred but may not know which database fields changed or whether a 

backend process modified the same record later. In basic trigger logging, the reviewer can see database 

changes but may still need to search APEX activity separately to identify the user session. By storing 

APEX user, page ID, session ID, action type, table name, and changed values in one audit row, 

investigation becomes faster. This supports practical audit work because reviewers usually need to 

answer a specific question: who changed which value, when, from where, and through which 

application action. 

The optimized audit table also improves query performance. Audit tables can grow rapidly in active 

applications, especially when frequently updated records are monitored at column level. Indexes on 

timestamp, table name, primary key value, application user, and action type reduce the time required to 

retrieve relevant audit entries. Retention rules and archive tables further control long-term growth. The 

result is a balanced audit design that preserves enough evidence for review while avoiding unnecessary 

performance burden on the application database. 

 

4. Conclusion 

This article presented an audit trail implementation framework for Oracle APEX using database triggers 

and user session metadata. The framework combined trigger-based insert, update, and delete capture 

with APEX session context values such as application user, session ID, page ID, and request source. 

The methodology showed how audit tables can store old values, new values, action types, timestamps, 

database users, and application metadata in a structured format. This design improves traceability 

because database changes are captured at the table level while still retaining evidence about the APEX 

session that initiated the change. 

The study confirms that effective audit trails require both technical change capture and user-context 

enrichment. Database triggers provide reliable capture of table-level modifications, but APEX session 

metadata makes the audit record more meaningful during investigation. Column-level audit design 

improves review detail, while indexing, retention planning, and exclusion of low-value technical 

columns help control audit-table growth. Future work may extend the framework by adding tamper-



High-Performance Distributed Computing Review 

14 

evident audit hashing, automated audit anomaly detection, role-based audit review dashboards, and 

archive strategies for long-term audit retention in high-volume APEX applications. 
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