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Abstract

Antimicrobial resistance is a growing public health challenge that is strongly influenced by
inappropriate antibiotic use and limited awareness. This study examines knowledge and awareness of
antimicrobial resistance among university students. Awareness is assessed through understanding of
antibiotic indications, treatment completion, self-medication, resistance development, infection
prevention, and the importance of professional medical advice. The findings suggest that many students
have basic knowledge of antibiotics, but important gaps remain regarding the causes and consequences
of antimicrobial resistance. Misconceptions about using antibiotics for viral infections, stopping
treatment early, and sharing leftover medicines may contribute to inappropriate practices. Students with
greater health knowledge are more likely to demonstrate responsible attitudes toward antibiotic use and
resistance prevention. The study highlights the importance of targeted educational programs, campus
awareness activities, and improved access to reliable health information to strengthen knowledge and

encourage responsible antimicrobial use among university students.
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1. Introduction

Enterprise applications depend on reliable diagnostics to detect runtime errors, failed workflows, API
issues, slow transactions, and integration faults [1-5]. Logs are the main evidence source for
understanding what happened before, during, and after an incident [6-9]. Effective application
diagnostics require structured logging, traceability, contextual metadata, error classification, and
operational visibility [10-15]. However, fixed logging strategies often create two problems. Low-detail
logs may miss important causes [16-19], while high-detail logs may generate excessive storage cost and

alert noise [20-23].

The main challenge is that diagnostic needs change during runtime. A normal transaction may require
only basic logs, but a failing workflow, repeated exception, or security-sensitive event may need deeper
traces [24-28]. Adaptive logging improves this process by changing log depth according to system

condition, transaction risk, and error behavior [29-32]. Al-assisted monitoring can identify when
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additional diagnostic detail is needed and when logging can return to normal levels [33-35]. This article

proposes an adaptive logging framework for enterprise application diagnostics.

2. Methodology

The proposed framework captures log metadata from application servers, APl gateways, databases,
background jobs, authentication modules, and integration services [36-40]. It records event type,
severity, timestamp, user role, transaction ID, request path, error frequency, response time, affected
component, and workflow state [41-45]. These features are converted into diagnostic context profiles.
Adaptive logging requires context because the same event may be low-risk in one workflow but critical

in another [46-49].

The logging controller classifies runtime states as normal, warning, error-prone, performance-risk,
security-sensitive, workflow-critical, or incident-active [50-54]. Based on this classification, it adjusts
log level, trace depth, parameter capture, correlation ID tracking, and diagnostic enrichment.
Lightweight scoring and policy rules are used so logging decisions remain fast and explainable [55-58].
Sensitive fields are masked before storage [59-60], and transaction-critical events are linked with

workflow and database identifiers for easier diagnosis [61-63].

The framework is evaluated using simulated enterprise applications involving APIs, database
workflows, authentication events, scheduled jobs, and service integrations. Static logging is compared
with adaptive logging under repeated exceptions, slow requests, failed jobs, API timeout, suspicious
login, and workflow interruption scenarios [64-67]. Evaluation metrics include diagnosis time, log
volume reduction, root-cause evidence quality, missed-event rate, storage overhead, alert usefulness,
and administrator acceptance rate [68-69]. Feedback from resolved incidents, ignored logs, and

administrator notes is used to refine logging policies over time.

3. Results and Discussion

The results show that adaptive logging improves diagnostics by capturing richer evidence only when
runtime risk increases. In the baseline condition, static logs either lack enough detail or produce large
volumes of low-value records. With the proposed framework, detailed traces are activated for high-risk
events and reduced during normal execution. The strongest improvement appears in intermittent

failures, where deeper logs are needed only around the failure window.

The discussion shows that adaptive logging must balance diagnostic depth with privacy and storage
cost. Excessive logging can expose sensitive data or overload monitoring systems, while weak logging
may hide failure causes. The main limitation is that log-level decisions depend on accurate runtime

classification. Regular policy review and masking controls are necessary for safe long-term use.
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4. Conclusion

This article presented an adaptive logging framework for enterprise application diagnostics. The

framework adjusts log detail using runtime context, risk scoring, workflow state, and error behavior. It

improves troubleshooting by increasing diagnostic evidence during abnormal conditions while reducing

unnecessary log noise during normal operation. The study shows that adaptive logging can strengthen

enterprise diagnostics when combined with structured metadata, privacy controls, and continuous

incident feedback.
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