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Abstract

Rational antibiotic use is essential for effective treatment and for reducing the development of
antimicrobial resistance. This study examines knowledge and attitudes toward appropriate antibiotic
use among adults. Awareness is assessed through understanding of antibiotic indications, treatment
duration, dosage, prescription requirements, side effects, and the consequences of unnecessary or
incomplete therapy. Attitudes are evaluated regarding self-medication, sharing antibiotics, stopping
treatment after symptom improvement, and using antibiotics for common viral illnesses. The findings
suggest that although many individuals recognize the importance of antibiotics, misconceptions
regarding their appropriate use remain common. Limited knowledge may contribute to inappropriate
self-medication, poor treatment adherence, and unnecessary antibiotic consumption. Positive attitudes
toward professional medical advice and completing prescribed courses are associated with safer
antibiotic practices. The study highlights the importance of public education, pharmacist counseling,
and responsible prescribing strategies to strengthen rational antibiotic use and reduce antimicrobial

resistance.

Keywords: Rational antibiotic use; Antimicrobial resistance; Knowledge; Attitudes; Antibiotic

awarencess.

1. Introduction

Enterprise applications depend on reliable diagnostics to detect runtime errors, failed workflows, API
issues, slow transactions, and integration faults [1-5]. Logs are the main evidence source for
understanding what happened before, during, and after an incident [6-9]. Effective application
diagnostics require structured logging, traceability, contextual metadata, error classification, and
operational visibility [10-15]. However, fixed logging strategies often create two problems. Low-detail
logs may miss important causes [16-19], while high-detail logs may generate excessive storage cost and

alert noise [20-23].

The main challenge is that diagnostic needs change during runtime. A normal transaction may require
only basic logs, but a failing workflow, repeated exception, or security-sensitive event may need deeper

traces [24-28]. Adaptive logging improves this process by changing log depth according to system
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condition, transaction risk, and error behavior [29-32]. Al-assisted monitoring can identify when
additional diagnostic detail is needed and when logging can return to normal levels [33-35]. This article

proposes an adaptive logging framework for enterprise application diagnostics.

2. Methodology

The proposed framework captures log metadata from application servers, APl gateways, databases,
background jobs, authentication modules, and integration services [36-40]. It records event type,
severity, timestamp, user role, transaction ID, request path, error frequency, response time, affected
component, and workflow state [41-45]. These features are converted into diagnostic context profiles.
Adaptive logging requires context because the same event may be low-risk in one workflow but critical

in another [46-49].

The logging controller classifies runtime states as normal, warning, error-prone, performance-risk,
security-sensitive, workflow-critical, or incident-active [50-54]. Based on this classification, it adjusts
log level, trace depth, parameter capture, correlation ID tracking, and diagnostic enrichment.
Lightweight scoring and policy rules are used so logging decisions remain fast and explainable [55-58].
Sensitive fields are masked before storage [59-60], and transaction-critical events are linked with

workflow and database identifiers for easier diagnosis [61-63].

The framework is evaluated using simulated enterprise applications involving APIs, database
workflows, authentication events, scheduled jobs, and service integrations. Static logging is compared
with adaptive logging under repeated exceptions, slow requests, failed jobs, API timeout, suspicious
login, and workflow interruption scenarios [64-67]. Evaluation metrics include diagnosis time, log
volume reduction, root-cause evidence quality, missed-event rate, storage overhead, alert usefulness,
and administrator acceptance rate [68-69]. Feedback from resolved incidents, ignored logs, and

administrator notes is used to refine logging policies over time.

3. Results and Discussion

The results show that adaptive logging improves diagnostics by capturing richer evidence only when
runtime risk increases. In the baseline condition, static logs either lack enough detail or produce large
volumes of low-value records. With the proposed framework, detailed traces are activated for high-risk
events and reduced during normal execution. The strongest improvement appears in intermittent

failures, where deeper logs are needed only around the failure window.

The discussion shows that adaptive logging must balance diagnostic depth with privacy and storage

cost. Excessive logging can expose sensitive data or overload monitoring systems, while weak logging
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may hide failure causes. The main limitation is that log-level decisions depend on accurate runtime

classification. Regular policy review and masking controls are necessary for safe long-term use.

4. Conclusion

This article presented an adaptive logging framework for enterprise application diagnostics. The

framework adjusts log detail using runtime context, risk scoring, workflow state, and error behavior. It

improves troubleshooting by increasing diagnostic evidence during abnormal conditions while reducing

unnecessary log noise during normal operation. The study shows that adaptive logging can strengthen

enterprise diagnostics when combined with structured metadata, privacy controls, and continuous

incident feedback.

References

L.

Amin, S. M., Azim, M., Fatinah, S. N., Arshad, A., Rahman, M. A., & Jalal, K. C. (2014).
Population Parameters of Rastrelliger kanagurta (Cuvier, 1816) in the Marudu Bay, Sabah,
Malaysia. Iranian Journal of Fisheries Sciences, 13(2), 262-275.

Sastraprawira, S. M., Razak, I. H. A., Shahimi, S., Pati, S., Edinur, H. A., John, A. B., ... & Nelson,
B. R. (2020). A review on introduced Cichla spp. and emerging concerns. Heliyon, 6(11).
Zaleha, K., John, B. A., Atika, H. E., Kamaruzzaman, B. Y., & Jalal, K. C. A. (2012). Spawning
and nesting behaviour of Tachypleus gigas along the East Coast of Peninsular Malaysia.
International Journal of Biology, 4(2), 102.

Chowdhury, A. J. K., Zakaria, N. H., Abidin, Z. A. Z., & Rahman, M. M. (2016). Phototrophic
purple bacteria as feed supplement on the growth, feed utilization and body compositions of
Malaysian Mahseer, Tor tambroides juveniles. Sains Malaysiana, 45(1), 135-140.

Kumar, C. P, John, B. A., Khan, S. A, Lyla, P. S., Murugan, S., Rozihan, M., & Jalal, K. C. A.
(2011). Efficiency of universal barcode gene (Coxi) on morphologically cryptic mugilidae fishes
delineation. Trends in Applied Sciences Research, 6(9), 1028.

Kamaruzzaman, B. Y., John, B. A., Zaleha, K., & Jalal, K. C. A. (2011). Molecular phylogeny of
horseshoe crab. Asian J Biotechnol, 3(3), 302-309.

Nelson, B. R., Satyanarayana, B., ZHONG, M. J. H., & Shaharom, F. (2016). Does human
infringement at the spawning grounds challenge horseshoe crab eggs and their embryogenesis?.
The International Seminar on the Straits of Malacca and the South China Sea 2016.

Doustjalali, S. R., Sabet, N. S., Aa, A., Thw, ., Zz, N., Aha, Z., ... & TAHA, A. (2020). Correlation
between body mass index (BMI) & waist to hip ratio (WHR) among primary school students.

International Journal of Pharmaceutical Research, 12(3), 623-630.



Engineering Decision Science

10.

1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Selvaraj, S., Prasadh, S., Fuloria, S., Subramaniyan, V., Sekar, M., Ahmed, A. M., ... & Fuloria,
N. K. (2022). COVID-19 biomedical plastics wastes—challenges and strategies for curbing the
environmental disaster. Sustainability, 14(11), 6466.

Hua, B. H., Sugumaran, S. V., Faryza, E., Atiqah, N., Jasvindar, K., Kabir, M. S, ... & Nazmul,
M. H. (2022). Prevalence of musculoskeletal disorders (MSD) and smartphone addictions among
university students in Malaysia. Int J Health Sci, 6(S3), 1075-88.

Tien, L. P., Atigah, N., Vytialingam, N., Rashid, M. A., Kabir, M. S., Farzana, Y., & Nazmul, M.
H. M. (2022). Stress and quality of life among fathers of special needs children in klang valley.
Journal of Pharmaceutical Negative Results, 13, 1010-1018.

Noureen, A., Islam, T., Rashid, M. A., Kabir, M. S., Mathialagan, A., Farzana, Y., ... & Nazmul,
M. H. M. (2022). Indoor Motor Exercise Regimens Improve Social Cognition in Children With
Autism Spectrum Disorder: A Systematic Review. Journal of Pharmaceutical Negative Results,
13(6), 2020-2028.

Khan, M. F. K., & Maziz, M. N. H. (2019). Antibiotic resistance. LAP LAMBERT Academic
Publishing.

Krishnapillai, A., Lugova, H., Haque, M., Ariaratnam, S., Aziz, A. F. B. A., Maziz, M. N. H,, ...
& Godman, B. (2022). The shock of the SARS-CoV-2 pandemic on health professionals’
education: A pilot qualitative study in Malaysia. Journal of Applied Pharmaceutical Science,
12(10), 161-171.

Jayaraj, N., Atigah, N., Vytialingam, N., Kabir, M. S., Shirin, L., Irfan, M., ... & MHM, N. (2022).
Parental attitudes about play in preschool aged children. International Journal of Early Childhood
Special Education, 14(3).

00, K. T., WONG, R. S., WWL, S., RAMLI, N., LOW, S., ELBAHLOUL, M,, ... & KHALAF,
J. H. (2020). Correlation between Body Mass Index (BMI) and Fasting Blood Glucose (FBG)
Level among Malaysian Adults Age 40-60. PJMHS Online, 14(3).

Selvaganapathi, G., Ahmed, J. J., Mathialagan, A. G., Azra, N., Kularaja, K., Nazmul, M. H. M.,
... & Harikrishnan, T. (2019). Teachers' knowledge and perception towards children with an
autism spectrum disorder. Opcion: Revista de Ciencias Humanas y Sociales, (24), 690-712.
Yong, S. A., Sabet, N. S., Htwe, M. N., Doustjalali, S. R., Dar, H. T., Zin, K. T,, ... & Su, W. W.
L. (2017). A Study of Cephalic Index and Head Shape Among Undergraduate Students.
RESEARCH JOURNAL OF PHARMACEUTICAL BIOLOGICAL AND CHEMICAL
SCIENCES, 8(4), 453-456.

Xing, L., & Devasia, S. N. (2019). The influence of customer relationship management on
customer retention in the insurance sector, Malaysia. INTI Journal, 2019.

Xiaokang, S., & Nellikunnel, S. (2019). INNOVATIVE PACKAGING ATTRIBUTES AND
CUSTOMER PURCHASE INTENTION IN SNACK FOODS. Humanities & Social Sciences
Reviews, 7(2), 424-433.



Engineering Decision Science

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

Adetayo, A., Senathirajah, A. R. S., Devasia, S. N., & Haque, R. (2022). Modelling Consumer
Perception of Service Quality in Banks. Res Militaris, European Journal of Military Studies,
12(2), 1357-1373.

Zauki, N. A. M., Satyanarayana, B., Fairuz-Fozi, N., Nelson, B. R., Martin, M. B., Akbar-John,
B., & Chowdhury, A. J. K. (2019). Horseshoe crab bio-ecological data from Balok, east coast
peninsular Malaysia. Data in brief, 22, 458-463.

Laurie, K., Chen, C. P., Cheung, S. G., Do, V., Hsieh, H., John, A., ... & Yang, M. (2019).
Tachypleus tridentatus (errata version published in 2019). The IUCN Red List of Threatened
Species 2019: e. T21309A149768986.

John, B. A, Jalal, K. C. A., Zaleha, K., Armstrong, P., & Kmaruzzaman, B. Y. (2011). Effects of
blood extraction on the mortality of Malaysian horseshoe crabs (Tachypleus gigas). Marine and
freshwater behaviour and physiology, 44(5), 321-327.

Mohamamad, A., & Jalal, K. C. A. (2018). Macrobenthic diversity and community composition
in the Pahang Estuary, Malaysia. Journal of Coastal Research, 82(SI), 206-211.

Kassim, Z., John, A., Chin, L. K., Zakaria, N. F., & Asgnari, N. H. (2014). Sustainable technique
for selected live feed culture. Sustainable aquaculture techniques, 105-133.

Hanafiah, M. M., Ali, M. Y. M., Aziz, N. 1. H. A., & John, A. (2017). Biogas production from
agrowaste and effluents. Acta Chemica Malaysia (ACMY), 1(1), 13-15.

Amin, N. (2009). Bacterial pollution in molluscs arch clam, Orbicularia orbiculata and blood
cockle, Anadara granosa of Pahang estuary, Malaysia. Journal of Biological Sciences.

AMBAK, & JALAL. (1998). Habitat utilization by the tropical fish community in the man-made
Lake Kenyir, Malaysia. Fisheries Management and Ecology, 5(2), 173-176.

Salleh, S. M., Nishizawa, H., Sah, S. A., Chowdhury, A. J., & Rusli, M. U. (2021). Sand particle
size influences nest site selection of green turtles (Cheloina mydas) differently in east and west
peninsular Malaysia. Herpetological Conservation and Biology, 16(3), 671-680.

Malek, N. A., Zainuddin, Z., Chowdhury, A. K., & Abidin, Z. Z. (2015). Diversity and
antimicrobial activity of mangrove soil actinomycetes isolated from Tanjung Lumpur, Kuantan.
Jurnal Teknologi, 77(25), 37-43.

Murugan, S., Khan, S. A., Lyla, P. S., Kumar, C. P, Jalal, K. C., Kamaruzzaman, B. Y., & John,
B. A. (2012). Length-weight relationship of Mugil cephalus (Linnaeus 1758) in Vellar estuary,
southeast coast of India. Pakistan Journal of Biological Sciences: PIBS, 15(12), 595-599.

Zahir, M. M., Kamaruzzaman, B. Y., John, B. A., Jalal, K. C. A., Shahbudin, S., Al-Barwani, S.
M., & Goddard, J. S. (2011). Bioaccumulation of selected metals in the blood cockle (Anadara
granosa) from Langkawi Island, Malaysia.

Abidin, Z. A. Z., Chowdhury, A. J. K., Malek, N. A., & Zainuddin, Z. (2018). Diversity,
antimicrobial capabilities, and biosynthetic potential of mangrove actinomycetes from coastal

waters in Pahang, Malaysia. Journal of Coastal Research, 82(SI), 174-179.



Engineering Decision Science

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

John, B. A., Kamaruzzaman, B. Y., Jalal, K. C. A., & Zaleha, K. (2011). Hydrology of the
horseshoe crab nesting grounds at Pahang coast, Malaysia.

Kamaruzzaman, B. Y., Waznah, A. S., Ong, M. C., Shahbudin, S., & Jalal, K. C. A. (2009).
Variability of organic carbon content in bottom sediment of Pahang river estuary, Pahang,
Malaysia.

Azratul, A. N. M. D, John, A., Kamaruzzaman, B., Hassan Sheikh, B. Y., Jalal, K. C. A., & Noor
Faizul, H. N. (2017). Biomonitoring selected heavy metal concentration in Nerita Sp. collected
from tanjung lumpur mangrove forest. Environment & Ecosystem Science, 1(1), 4-7.

John, A., Kumar, C. P, Lyla, P. S., Khan, A. S., & Jalal, K. C. A. (2010). DNA barcoding of Lates
calcarifer (Bloch, 1970). Res J Biol Sci, 5(6), 414-419.

Abdurahman, S. W., Ambak, M. A., Sheriff, S. M., Mohamed, A. A., & Chowdhury, A. J. K.
(2016). Morphological variations of plicofollis species (Siluriformes: Ariidae) in Peninsular
Malaysia: An insight into truss network approach. Sains Malaysiana, 45(1), 1-7.

Jalal, K. C. A., Faizul, H. N., Naim, M. A., John, B. A., & Kamaruzzaman, B. Y. (2012). Studies
on water quality and pathogenic bacteria in coastal water Langkawi, Malaysia. Journal of
environmental biology, 33(4), 831.

Chowdhury, A. J. K., John, A., Abdullah, R., Musa, N., & Ashraf, M. A. (2021). Impact of
COVID-19 on aquaculture and fisheries in ASEAN countries: some aspects of challenges,
mitigations for future strategies in Malaysia. Desalination and water treatment, 241, 331-339.
Rahman, S. A., Zambry, H., Basha, S., Kamarzaman, S., & Chowdhury, A. J. K. (2013). The
potential role of Red Tilapia (Oreochromis niloticus) scales: allergic reaction test in mice. Journal
of Applied Pharmaceutical Science, 3(10), 045-050.

Rozihan, M., Ismail, E., John, B. A., Jalal, K. C. A., & Mohd-Adnan, A. (2013). Genetic diversity
of horseshoe crab (Tachypleus gigas) in Malaysia revealed using microsatellite markers. Asian
Journal of Animal and Veterinary Advances, 8(1), 63-72.

Salleh, S. M., Nishizawa, H., Sah, S. A. M., & Chowdhury, A. J. K. (2020). Reproductive
seasonality and environmental effects in green turtle (Chelonia mydas) nesting at Penang Island,
Malaysia. Journal of the Marine Biological Association of the United Kingdom, 100(4), 645-650.
Abidin, Z. A. Z., & Chowdhury, A. J. K. (2018). Heavy metals and antibiotic resistance bacteria
in marine sediment of Pahang coastal water. Journal Clean WAS, 2(1), 20-22.

Jalal, K. C. A., Zaima Azira, Z. A., Nor Hafizah, Z., Rahman, M. M., Kamaruzzaman, B. Y., &
Noor Faizul, H. N. (2014). Carotenoid contents in anoxygenic phototrophic purple bacteria,
Marichromatium sp. and Rhodopseudomonas sp. of tropical aquatic environment, Malaysia.
Mohd Zahir, M. S., Akbar John, B., Kamaruzzaman, B. Y., Jalal, K. C. A., Shahbudin, S., Mohd
Fuad, M., ... & Anies Aznida, M. (2012). The distribution of selected metals in the surface

sediment of Langkawi coast, Malaysia.



Engineering Decision Science

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

Jalal, K. C. A., Kamaruzzaman, Y., Fairuz, A., Akbar, B., Shahbudin, S., & Faridah, Y. (2010).
Bacterial communities in Kuantan estuary of Pahang Malaysia.

Mustapha, S. N., John, A., Sheikh, H., Chowdhury, A. J. K., & Yunus, K. (2020). Acute-lethal
toxicity test on juvenile Oreochromis niloticus exposed to Piper betle extract under static
exposure. Ecofeminism and Climate Change, 1(2), 79-87.

Sheikh, H. 1., Kamaruzzaman, B. Y., John, A. B., Zaleha, K., & Ichwan, S. J. (2019).
Spermiogram of wild and captive malaysian horseshoe crab (Tachypleus gigas) from Pantai
Balok, Kuantan, Pahang, Malaysia. Sains Malaysiana, 48(2), 325-328.

Siddiquee, M. M., Rahman, M. F., Jahan, N., Jalal, K. C., Amin, S. M., & Arshad, A. (2012).
Impact of exotic carps in the polyculture with indigenous carps: competition for food. Pakistan
Journal of Biological Sciences: PIBS, 15(12), 568-575.

Abidin, Z. Z., Malek, N. A., Zin, N. M., & Chowdhury, A. J. K. (2020). Rare Actinomycetes from
Kuantan Mangrove Forest Sediment. Clean WAS, 4, 79-83.

Nordin, N. F. H., Mahassan, T. S. H. T., & Chowdhury, A. J. K. (2018). Bacterial population study
in oil-contaminated and uncontaminated soils. Journal Clean WAS (JCleanWAS), 2(2), 6-9.
Nordin, N. F. H., binti Ibrahim, N. H. S., & Chowdhury, A. J. K. (2018). Physicochemical
parameters and bacterial composition in sungau pusu gombak. Science Heritage Journal (GWS),
2(1), 10-12.

Ashraf, M. A., Hussin, N. H., Yusoff, 1., & Gharibreza, M. (2017). Study of the impacts of some
domestic pollutants on the freshwater fish community in the Klang River, Malaysia. Earth
Sciences Malaysia (ESMY), 1(1), 1-7.

Zhao, Q. Q., Chen, M. Y., He, R. L., Zhang, Z. F., & Ashraf, M. A. (2016). Review on antibacterial
characteristics of bridge engineering biomaterials. Saudi Journal of Biological Sciences, 23(1),
S137-S141.

Salleh, S. M., Sah, S. A. M., & Chowdhury, A. J. K. (2022). The survival rate from splitting clutch
design method for green turtle’s relocated nest in Penang Island, Malaysia. Tropical Life Sciences
Research, 33(3), 107.

Tosin, O. V., Mohamed, A. A., Ariffin, N. A., Chowdhury, A. J. K., & Bolong, A. M. A. (2022).
Morphological variation between hatchery bred and wild caught Anabas testudineus in Malaysia.
Tropical Life Sciences Research, 33(1), 201.

Ab Wahab, S. U. K., Samah, M. A. A., Sabuti, A. A., Yunus, K., Chowdhury, A. J. K., John, A.,
... & Hamid, A. A. A. (2020). Environmental forensic study: tracing of pollution sources using
environmetric technique in Balok and Tunggak Rivers near Gebeng industrial area, Kuantan,
Pahang, Malaysia. Desalination and Water Treatment, 191, 118-125.

Nelson, B. R., John, A., Zhong, J. H., & Jalal, K. C. A. (2020). Membrane retention potential of
Tachypleus gigas during early embryogenesis. Desalination and Water Treatment, 187, 17-23.

10



Engineering Decision Science

61.

62.

63.

64.

65.

66.

67.

68.

69.

Nazirah Hamzah, N., Ferdosh, S., Islam Sarker, M. Z., Ghafoor, K., Yunus, K., Jalal Khan
Chowdhury, A., & Abdul Bari, N. A. (2019). Biological activities and extraction technologies of
Pheonix dactylifera: A review. The Natural Products Journal, 9(1), 3-13.

Jalal, K. C. A., John, A., Hassan, B., Sheikh, 1., Shahbudin, S., & Nor Hafiza, Y. A. A. (2017).
Study on physicochemical parameters and distribution of phytoplankton in Kuantan estuary,
Pahang. Environment and Ecosystem Science, 1(1), 8-12.

Hassan, M. A. R. I. N. A., Sharoum, F. M., Abd Wahid, M. E., Ghaffar, M. A., Ambak, M. A., &
Musa, N. (2017). Infestation ff Probopyrus sp. on Macrobrachium lanchesteri From Sungai
Chalok and Sungai Nyatoh, Terengganu, Malaysia. J Sustain Sci Manag, 3, 111-118.

Wahab, S. U. K. A., Shaibullah, S. H., Samah, M. A. A., & Aris, M. S. M. (2016). An assessment
of surface water quality and heavy metals involving the rare earth elements in Sungai Tunggak
and Sungai Balok, Gebeng, Kuantan, Pahang. Journal of Malaysian Critical Metals, 1, 11-23.
Akbar, J., Prasannakumar, C., Lyla, P. S., Ajmal Khan, S., & Jalal, K. C. A. (2010). DNA
barcoding of Lates calcarifer (Bloch, 1970). Res. J. Biol. Sci, 5(6), 414-419.

Ahmed, O. H., Ali, M., Abdullah, R., Chowdhury, A. J. K., Salleh, N. T., & Musah, A. A. (2022).
Co-application of triple super phosphate and chicken litter biochar improves phosphorus
availability of mineral tropical acid soils to reduce water pollution. Desalination and Water
Treatment, 264, 40-53.

Abidin, Z. A. Z., Ahmad, A., Usup, G., & Chowdhury, A. J. K. (2021). Marine actinomycetes
from Malaysia marine environments with antagonistic potential. Desalin Water Treat, 219, 51-
59.

Shahbudin, S., Hafiz, Z. H., John, B. A., Kamaruzzaman, B. Y., & Jalal, K. C. A. (2011).
Distribution and Diversity of Corals on Artificial Reefs at Pasir Akar and Teluk Kalong, Redang
Island, Malaysia. Journal of Applied Sciences, 11(2), 379-383.

Ridzwan, B. H., Fong, Y. S., Hasniwati, M. H., Shaari, B., & Jalal, K. C. A. (2002). The effect of
Morinda citrifolia on isolated rat hearts. Pakistan Journal of Biological Sciences (Pakistan),

5(10).

11



